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DETAILED ACTION 



1. Claims 1-32 are pending. 

Claim Rejections - 35 USC § 112 

2. The following is a quotation of the second paragraph of 35 
U.S.C. 112: 

The specification shall conclude with one or more claims particularly- 
pointing out and distinctly claiming the subject matter which the applicant 
regards as his invention. 

3. Claims 5, 10, 15, 20, 25, 30 are rejected under 35 

U.S.C. 112, second paragraph, as being indefinite for failing to 
particularly point out and distinctly claim the subject matter 
which applicant regards as the invention. 

4. Claims 5, 10, 15, 20, 25, 30 recite the limitation "the 
mask generation function" in line 1. There is insufficient 
antecedent basis for this limitation in the claim. 



5. The following is a quotation of 35 U.S.C. 103(a) which 
forms the basis for all obviousness rejections set forth in this 
Office action: 

(a) A patent may not be obtained though the invention is not identically 
disclosed or described as set forth in section 102 of this title, if the 
differences between the subject matter sought to be patented and the prior 
art are such that the subject matter as a whole would have been obvious at 
the time the invention was made to a person having ordinary skill in the 
art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 



Claim Rejections - 35 USC § 103 
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6. Claims 1-2, 4, 6-7, 9, 26-27, 29, 32 rejected under 35 
U.S.C. 103(a) as being unpatentable over admitted prior art 
(admission) in view of Viavant et al (U.S. 5,784,566). 

As per claims 1, 6, 26, 32, admission discloses. a counter 
mode block cipher that breaks a message into text bytes and 
encrypts each text byte with a fixed, secret key with a keysize, 
generating a random byte sequence for each message and conveying 
a key to the block cipher so that each text byte is encrypted 
with the key (see pages 2-3 where the random byte sequence is 
the initialization vector) . 

Admission fails to disclose generating a random byte 
sequence for each message and combining the random byte sequence 
with the key to form a modified key. 

However, Viavant et al discloses combining the random byte 
sequence with the key to form a modified key (see column 11 
lines 25-35) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to use Viavant et al's 
method for creating a modified key in admission's ciphering 
system. 

Motivation to do so would have been to create a new key 
(see Viavant et al column 11 lines 25-35) . 
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As per claims 2, 7, 27, the modified admission and Viavant 
et al system discloses the random byte sequence has same size as 
the keysize and step comprises combining the random byte 
sequence with the key with a bitwise exclusive -OR function (see 
Viavant et al column 11 lines 25-35) . 

As per claims 4, 9, 29, the modified admission and Viavant 
et al system discloses the random byte sequence is non^secret 
(see admission page 2 paragraph 10) . 

7. Claims 3, 5, 8, 10, 28, 30 are rejected under 3 5 
U.S.C. 103(a) as being unpatentable over the modified admission 
and Viavant et al system as applied to claims 1, 6, 26 above, 
and further in view of Kaliski (Security Dynamics) . 

As per claims 3, 5, 8, 10, 28, 30, the modified admission 
and Viavant et al system fails to disclose concatenating the 
random byte sequence to the key and passing it through a one-way 
mask generation function. 

However, Kaliski discloses such a concatenation (see pages 

8-9) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to use Kaliski' s method 
for generating a new key through concatenation and a one-way 
mask generation function in the modified admission and Viavant 
et al's ciphering system. 
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Motivation to do so would have been to derive many keys 
from a password and a salt (Kaliski see page 8) . 
8. Claims 11-12, 14, 16-17, 19, 21-22, 24, 31 are rejected 
under 35 U.S.C. 103(a) as being unpatentable over the modified 
admission and Viavant et al and further in view of Krishnan et 
al (6, 141, 968) . 

As per claims 11, 16, 21, 31, the modified admission and 
Viavant et al system discloses a stream cipher that encrypts a 
continuous byte stream of messages with a fixed, secret key with 
a keysize (see admission page 4) combining the random byte 
sequence with the key to form a modified key (see column 11 
lines 25-35) and conveying the modified key to the stream cipher 
and each message is encrypted with the modified key (see 
admission page 4) . 

The modified admission and Viavant et al fails to disclose 
generating a random byte sequence for each message. 

However, Krishnan et al discloses generating a random byte 
sequence for each message (see column 3 lines 1-6 where a key is 
a random sequence of bytes) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to use Krishnan et al's 
method for generating random byte sequences for each message in 
the modified admission and Viavant et al's ciphering system. 
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Motivation to do so would have been to ensure the entire 
unencrypted message is never visible at any one time (see 
Krishnan et al column 3 lines 1-6) . 

As per claims 12, 17, 22, the modified admission Viavant et 
al and Krishnan et al system discloses the random byte sequence 
has same size as the keysize and step comprises combining the 
random byte sequence with the key with a bitwise exclusive-OR 
function (see Viavant et al column 11 lines 25-35) . 

As per claims 14, 19, 24, the modified admission Viavant 
et al and Krishnan et al system discloses the random byte 
sequence is non-secret (see Viavant et al column 11 lines 25- 
35) . 

9. Claims 13, 15, 18, 20, 23, 35 are rejected under 35 
U.S.C. 103(a) as being unpatentable over the modified admission, 
Viavant et al and Krishnan et al system as applied to claims 11, 
16, 21 above, and further in view of Kaliski (Security 
Dynamics) . 

As per claims 13, 15, 18, 20, 23, 35, the modified 
admission, Viavant et al and Krishnan et al system fails to 
disclose concatenating the random byte sequence to the key and 
passing it through a one-way mask generation function. 

However, Kaliski discloses such a concatenation (see pages 

8-9) . 
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At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to use Kaliski's method 
for generating a new key through concatenation and a one-way 
mask generation function in the modified admission, Viavant et 
al and Krishnan et al's ciphering system. 

Motivation to do so would have been to derive many keys 
from a password and a salt (Kaliski see page 8) . 
10. Claims 1-32 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Matsuchuta (EP 042223 OA) and further in view 
of Schneier (Applied Cryptography) . 

As per claims 1-32, are rejected as in the international 
search report for PCT/US01/15318) . The applicants are requested 
to provide copies, if any, of the written opinion and/or 
preliminary international examination report of the 
corresponding PCT application. 

Conclusion 

Any inquiry concerning this communication or earlier 
communications from the examiner should be directed to Michael 
Pyzocha whose telephone number is (571) 2 72-3875. The examiner 
can normally be reached on 7:00am - 4:30pm first Fridays of the 
bi-week off. 



Application/Control Number: 09/852,499 



Page 8 



Art Unit: 2137 

If attempts to reach the examiner by telephone are 
unsuccessful, the examiner's supervisor, Andrew Caldwell can be 
reached on (571) 272-3868. The fax phone number for the 
organization where this application or proceeding is assigned is 
703-872-9306. 

Information regarding the status of an application may be 
obtained from the Patent Application Information Retrieval 
(PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, 
see http://pair-direct.uspto.gov. Should you have questions on 
access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free) . 




MJP 



